MMAMSITKA
JUISI OBYYATIOILMXCS

Ob UH®OPMAIIMOHHOM BE3ONNACHOCTHU JETEN

HEJIb34

1. Bcem mogpsia coo0math CBOIO 4acTHYIO HH(MDOPMAITUIO (HACTOSIIIIHE UM,
bammmio, TenedoH, aapec, HOMep MIKOJIbI, a Takke (poTorpaduu CBoU, CBOCH
CEMBH U JIpy3ei);

2. OTKpbIBATh BIIOKEHHBIE (PailsIbl 2IIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb
OTIIPABUTEIIS;

3. I'pyOuTs, npuauparbcesi, OKa3pIBaTh AaBICHUE — BECTU €01 HEBEXKIIUBO U
arpeccuBHO;

4. He pacniopsikaiicsi AeHbraMu TBOEH ceMbU 0€3 pa3pelleHns CTaplluX - BCeraa
CIIpalIuBai POAUTENEH;

5. He BcTpeuaiics ¢ UHTEpHET-3HAKOMBIMH B PEATIBHOM KU3HU - IIOCOBETYUCS CO
B3pOCIIBIM, KOTOPOMY JIOBEPSICIIIb.

OCTOPOXHO

1. He Bce nuiryt npaBny. Yuraenis o cede Henpasay B UuTepHeTe — coob1u 06
3TOM CBOUM POIUTEIIAM UJIU OIIEKYHaM;

2. [Ipurnamarot nepenuchBaThCs, UTPaTh, 0OOMEHUBATHLCS - IPOBEPH, HET JIU
II0JIBOXA;

3. Hezakonnoe xonupoBanue (aiisioB B UHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCJIBIM O MPOOJIeMax B CETH - OHU BCET/a TIOMOTYT;

5. Ucnionb3yit HacTpoiiku 0€30MacHOCTH M MPUBATHOCTH, YTOOBI HE TIOTEPATH CBOU
AKKAYHTBI B COLICETSIX U APYTUX MOPTAIAX.

MOKHO

1. YBaxai1 Apyrux mnojab30BaTelici;

2. Ilonp3yembess MHTEpHET-UCTOYHUKOM - JI€JIAN CCBUIKY HA HETO;

3. OTKpBIBai TOJBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O6martbes 3a MOMOLIBIO B3POCIIBIM - POJUTEINH, ONEKYHBI U aIMUHUCTPALIUS
CalTOB BCETIa IOMOTYT;

5. Ipoitnu obyuenue Ha caiite «CETEBUYOK» U MOIYIH MACHOPT ITUGPOBOTO
rpaxkJianuHal

[Tucemo MunoGprayku Poccun ot 14.05.2018 Ne 08-1184
O HampaBieHUH HHPOPMALIUU
© Marepuan u3 CrnpaBoyHoii cuctemsl «OOpa3oBaHHE».

[TogpoGwuee: http://vip.lobraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0
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NHOPOPMALIMOHHAS ITAMATKA JUISA OBYYAIOIIIUXCA

C KaxaplM TOJAOM MOJIOACKH B HWHTEPHETEC CTAHOBUTHCA OOJbIE, a
MMOJAPOCTKM OJHHU W3 CaMbIX AKTUBHBIX NoOjb30Barenie PyHera. Mexay Ttewm,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET W MPOOJICMEI.
DTa naMATKa J0JDKHA IOMOYb TeOe 0€30IacHO HaXOIUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmbloTepHblii  BUPYC - 3TO Pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOTPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTD K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHUYTOXHUTh
BCe (pailsibl U JaHHBIE, IOJKOHTPOJIBHBIE MIOJIB30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amynieHa 3apaxEéHHas Mmporpamma, a TakXke MOBPEIUTb WU JaKe YHUUYTOXKUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeTOIILI 3allIMTHI OT BPCAOHOCHBIX IporpamMm:

1. Ucnonb3yldi COBpPEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, HUMEIOIINE CEPhE3HBIN
YPOBEHb 3aIIUThI OT BPEIOHOCHBIX IIPOIPamMM;

2. TloctosHHO ycTaHaBnuBail madtd (UMQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMATUYECKH YCTAHABIMBAIOTCA C IIEJbIO JIOPAOTKM TMPOTPaMMBbI) U JpyrHe
OOHOBJICHUS CBOEW omepanmoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiirta paspaborunka OC. Ecmu cymectByer — pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE TMOJ TMpaBaMH TOJb30BaTENd, a He
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJNIMPOBATHCS HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4., Ucnomp3yidi  aHTUBHUPYCHBIE  MPOTPaAaMMHBIC  TPOAYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonp3yil BHENTHUE HOCUTENW WH(MOPMAINHU, Takue Kak (Jelika, AUCK WIH
¢aiin u3 uHTEpPHETA, TOJIHKO U3 TPO(PEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHbIE (haiibl, TOJYyYEHHbIE W3 HEHAAEKHbIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.



Ceru WI-FI

Wi-Fi - sT0o He Buj mepenauu JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH,
mapka. Eme B 1991 romy Huzaepnanackas KOMIIaHUsS 3aperucTpupoBaja OpeHn
«WECA», uto o0o3nauano cnoBocouertanue «Wireless Fidelity», kotopsbrit
NIePEBOJIUTCS KaK «OeCIpOBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHHM JAoluia Apyras abOpeBuaTypa, KOTOpas SIBJISETCS TaKOW Ke
TexHoJoruen. Ito abbpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHJIapT BbICIIME 3ByKoBOW TexHuku Hi-Fi, 4ro B mepeBoje o3Haudaer
«BBICOKAsI TOYHOCTHY.

Jla, OecraTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W a’dporopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBHIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIEepThl CUUTAIOT,
yto obmenoctynubie Wi-Fi cetu He ABISIOTCS 6€30TIaCHBIMH.

CoBeTbI 110 0€30MACHOCTH padoTe B 001eTOCTYNHbIX ceTax Wi-fi:

1. He nepenanaii cBoro inuHyto nHpopmaiuio yepes odmenoctynusie Wi-Fi ceru.
PabGoTas B HUX, KelaTeIbHO HE BBOJIUTH IMAPOJM JOCTYIIA, JOTHHBI M KaKHE-TO
HOMEDA;

2. Ucnonb3yit 1 OOHOBIISIH aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem caMbim
Thl 00€30MacuiIb cedsl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonw3oBanun Wi-Fi otkiroun ¢yakmuio «O0mui goctyn k dainam u
npuntepam». JlaHHas (QyHKIUS 3aKphiTa MO YMOJTYAaHUIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBA MCIIOJIb30BaHUs B paboTe mwin yueoe;

4. He ucnone3yii nyonuunsiii WI-FI nns nmepenaun nTUYHBIX aHHBIX, HAIIPUMED
JUUISL BBIXOJIa B COIMAIIBHBIE CETU WX B JIEKTPOHHYIO TTOYTY;

5. Mnonw3yit tonbko 3anuuieHHoe coeaunenue yepe3 HTTPS, a ne HTTP, T.e.
pu Habope BeO-azpeca BBOAN UMEHHO «https://»;

6. B moOuiabHOM Tenedone otkimoun ¢QyHkiuio «llogkmrouenue k  Wi-Fi
aBTOMaTnueckn». He momyckail aBTOMAaTH4YECKOrO0 MNOAKIOYEHUS] YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CounuajbHble CeTH

CoruanbHble CETH aKTUBHO BXOJST B HAIly >KW3Hb, MHOTHE JIOIW pabOTalOT H
KUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTHAPA YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX KUTEJICH IIaHeThl. MHOTHE MOJIh30BaTEIN HE
MMOHMMAIOT, YTO MH(OpMaIms, pa3MelieHHAs WMH B COITMAIBHBIX CETAX, MOXKET



ObITh HalileHa M MHCIIOJNIb30BaHA KEM YTOJHO, B TOM YHCIE HE 00s3aTENbHO C
0JIaruMU HAMEPEHUSIMU.

OcHoBHbBIE COBEThI 10 0€30ITaCHOCTH B ConMaJIbHBbIX CE€THAX.

1. Orpannyb coUCOK Apy3eill. Y TeOs B APYy3bsiX HE JAOHKHO OBITH CIy4yalWHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amumiail cBOI 4YacTHYIO ku3Hb. He ykaspiBail maposu, TenedoHbl, aapeca,
JaTy TBOETO POXACHUS M APYTYI0 JUYHYIO HHPOpMaUIO. 3JI0YyMBIIUICHHUKA
MOTYT HCITOJIB30BaTh Jake WHGOPMAIMIO O TOM, KaK Thl WU TBOHM POJMTEIN
IJIAaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3amuiai CBOIO pernyTalyio - JAEPKH €€ B YHCTOTE M 3ajaBail cebe BOIPOC:
XoTell OBl Thl, YTOOBI APYrHEe TOJb30BATEIN BHUJICIH, UYTO ThI 3arpykaciib?
[Toxymaii, mpexie 4eMm 4TO-TO OMyOJIMKOBaTh, HAITUCATh U 3arPYy3UTh;

4. Ecnu TBI TOBOpHIIb C JIOJBMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIb3YyH CBOE
peanbHOE UM U IPYTryI0 JUYHYI0 MH(OPMAIMU: UM, MECTO JKUTEIbCTBA, MECTO
y4eObl U poYee;

5. U3Geraii pasmemenus ¢otorpaduit B MHTEepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OIIPEEIUTh TBOE MECTOIOJIOKCHUE;

6. Ilpu peructpanuu B COIMAIBLHON CETHU HEOOXOAUMO HCIOJIL30BaTh CIIOMKHBIC
MapoJIu, COCTOSIIME U3 OYKB U UG U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. Hns conumanbHOW CETH, MOYTHI U JAPYTUX CAWTOB HEOOXOIMMO HCIOJb30BaTh
pasHbie maposu. Torma ecnu TeOs B3JIOMAKOT, TO 3JIOYMBINUICHHUKHA TOJIy4aT
JOCTYT TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DNeKTpOHHBIE JEHBIM — 3TO OUYEHb YJMOOHBIA CHOCOO IUIaTeX e, OIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JECHBIH.

3J’I€KTpOHHBI€ ACHBI'H IIOABUIIMCH COBCEM HEIABHO WM HMCHHO H3-3a 3TOIO BO
MHOT'HX T'OCYyJapCTBax 0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE WX
pa3IensaioT Ha HeCKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHHMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX pa3peliacTcs IMPOBOAUTHL Omeparuu 0e3
UISHTH(PUKAITNY TT0JIH30BaTEs, & B HCAHOHUMHBIX MJICHTHU(MUKAIIUN TTOJIb30BaTEIIs
SABJIIETCS 00S3aTEIILHOM.



Taxxe crnenyer  pasnuyarh  SJEKTPOHHbIE  (HUATHbIE  JCHBIU  (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M AJIEKTPOHHbIE HedUaTHbIE JEHbI'M (HE pPaBHbBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI 10 0€30MacCHO padoTe C 3JIEKTPOHHBIMHY IeHbIAMH:

1. IlpuBspku K cueTy MOOWIBbHBIN Tene@oH. DTO camblii yAOOHBIA M OBICTPBIN
CIocOo0 BOCCTaHOBUTH JIOCTYN K cueTy. lIpuBs3aHHBIA TenedoH MOMOXKET, eCIu
3a0yJelb CBOM IUIATeXKHBIA Maposib WM 3aiiiellb Ha CalT ¢ HE3HAKOMOT'O
YCTPOWCTBA;

2. Hcnome3yin opHopa3zoBeie mnaposu. llocne mnepexoga Ha yCHIICHHYIO
aBTOpHU3allMI0 TeOe y)ke He OyIeT yrpokaTh ONMacHOCTh KpaXXu WJIM TepexBaTa
IJIaTEXKHOTO MAPOJIs;

3. BriGepu cnoxxHbIil napois. [lpectynHukam OyneT He MPoCTo yraaaTh CIOKHbBIN
naposib. Hajgexxnble maposium — 3T0 naposiu, KOTOpbIE COIEpKaT HE MEHEE § 3HAKOB
U BKIIOYAIOT B ce0sl CTPOYHbIE M MPOMUCHBIE OYKBBI, LU(PPbI U HECKOJIBKO
CUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (yHTa, BOCKJIMLATENbHBIA 3HAK M T.II.
Hanpumep, StRONg!;;

4. He BBOJIM CBOM JINYHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSICIIb.
DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa — A3TO TEXHOJOTHS W MPEAOCTABISEMBIE €10 YCIYTH IO
MEePEChUIKE U MOJYYCHUIO JIEKTPOHHBIX COOOIIEHUI, KOTOPBIE paclpeestoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIA TIOYTOBBIM SAIIUK BBITJISIAT
CIICAYIOIIMM 00pa3oM: UMl MOJIb30BaTENA(@WUMs_JIoMeHa. Takke KpoMe nepeaadu
MPOCTOT0 TEKCTa, UMEETCS BO3MOXKHOCTh NIepeiaBaTh (hauibl.

OcHoBHBIE COBETHI 110 0€30MACHOI padoTe ¢ IJIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh mpaBWIIbHBIN MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JIOBEPSATH TEM, KOTO
3HAEIIb U KTO NEPBBIM B PEUTHHIE;

2. He yka3piBaii B JMYHOM mMouTe JuuHylo HHbopmaruio. Hampumep, myurie
BbIOpaTh «My3bIKaJIbHBIN _(paHaT@» mn «pok2013» BmecTo «remal3y;

3. Mcnonb3ylh ABYXA3TAlHYI0 aBTOPU3ALUI0. JTO KOTAa MOMUMO MapoJisl HYXHO
BBOJUTH KOJ, MpUChLIaeMbIi M0 SMS;

4. BeiOepu cII0KHBIN 11apostb. JIJIsl KaKI0r0 OYTOBOTO SIIHUKA JOJDKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;



5. Ecnu ecTb BO3MOKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIOJIB3YH
3Ty BO3MOXHOCTb;

6. Mcronp3yil HECKOIBKO MOYTOBBIX SIIUKOB. [IepBhIil 1151 4aCTHOW MEPEMUCKHU C
ajgpecaTaMy, KOTOPBIM Thl JOBEpsCIlib. DTO SJECKTPOHHBIA aJpec HE HaJlo
UCIIOJI30BaTh IIPU PErucTpaliuy Ha (popyMax U caiTax;

7. He oTkpeiBail (aiinbpl U Apyrue BIOKEHHUS B MUCbMAX Ja)K€ €CJIM OHU MPUILUIH
OT TBOMX JIpy3ei. JIyule yTouHu y HUX, OTIIPABIISUIM JIU OHHU TeOe 3TH (ailibl;

8. [locne okoH4YaHUs1 padOTHI HA TOYTOBOM CEPBUCE TMEPE]] 3aKPHITUEM BKIIAJIKU C
caiToM He 3a0y/b HaKaTh Ha «BBIATHY.

Ku6epOy1iimHr WM BUPTyaibHOE U3/1€BATEIbCTBO

KubepOyummHr — mpecieoBaHue COOOIIEHUSIMH, COIEPKAIUMU OCKOPOJIEHUS,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLIMAIbHOE OOMKOTUPOBAHKUE C TOMOILBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 00pb0e ¢ KHOEPOYIMHIOM:

1. He 6pocaiics B 6oii. JIyumuii crmoco0: MocoBeTOBaTLCSA Kak ce0s BECTH U, €CIIU
HET TOT0, K KOMY MOXHO OOpaTUThCs, TO BHAYajIe YCIIOKOUThCS. Eciiu Thl HauHEIIb
OTBEYATh OCKOPOJEHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO eIle OO0JIbIIEe Pa30AKEIh
KOH(DITUKT;

2. Ynpasnsii cBoel kuOeppenyTauuei;

3. AHOHUMHOCTH B ceTu MHHUMas. CyIleCTBYIOT CITIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crouT BecTM XYJIUTaHCKUWA o00pa3 BUPTyaldbHOW >ku3HU. HWHTEpHET
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYAHUTEIBHO;

5. Cobnronait CBOM BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHnuHbld HeraTuB. OIHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpaliaeTcss Ha HadyaalbHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHSIMH, B
COIIMAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJOKHMPOBKH OTIPABKHA COOOIICHHHA C
OTIPEJICIICHHBIX a/IPECOB;

8. Ecnmu Thl cBuperens kuOepOyinuHra. TBou JeHCTBUS: BBICTYNUTH MPOTHUB
IpeciieloBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHMBAIOTCS HETaTUBHO,



MOJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTUYECKAs] IMOMOIIb, COOOIIUTH
B3POCIBIM O (haKTe€ arpecCUBHOTO TTOBEICHHS B CETH.

MoOuiabHbId TesedoH

CoBpeMenHbIe cMapT(HOHBI W TUIAHIIETHI COAEPKAT B ceOE BIIOJHE B3POCIBIM
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMmmbioTepamu. OJTHAKO, CPEJCTB 3aIUThI IS MOJJOOHBIX YCTPONCTB MOKa OYEHb
Masio. TecTupoBaHHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TPHUITOKCHHM.

CoBpeMeHHBIE MOOWJIBHBIC Opay3epbl YK€ MPAKTUYCCKH JOTHAIM HACTOJIBHBIC
aHAJIOTH, OJHAKO pacmupeHue (yHKIHMOHAJa BIIEYET 3a COOOW OOJBIIYIO
CJIO’)KHOCTh ¥l MEHBIIIYIO 3aIIUIICHHOCTb.

Jlaneko He Bce NPOU3BOAUTENM BBITYCKAIOT OOHOBIIEHHUS, 3aKphIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJIBLHOTO TesieoHa:

1. Huyero He sBisieTcs Mo-HacToseMy OeciulaTHbIM. Byap ocTopoxkeH, Belb
Korja tebe mpenararoT OecrjaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KakHe-
TO IUIATHBIE YCIIYTH;

2. lymaii, npexzae 4yem otnpaBuTh SMS, ¢poTo miam Buaeo. Tel TOUHO 3HACIIb, I
OHHU OYJyT B KOHEYHOM UTOre?

3. Heo6xoammo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEr0 CMapT(hoHa;
4. Ucnonb3yit aHTUBUPYCHBIE IPOIPaMMBI JJIsl MOOMJIBHBIX TeJIe()OHOB,

5. He 3arpyxaili TpUIOXKEHHUS OT HEU3BECTHOTO HCTOYHHKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHUE;

6. Ilocme Toro kak Thl BBIMJEHIH C CailTa, TJI€ BBOAWI JIMUHYIO HHGOPMAIIHIO,
3aiiIi B HACTPOMKHU Opay3epa u ynanu cookies;

7. Tlepponnuecku MpOBEpsAl KaKUE IUIATHBIE YCIYI'M AKTUBHPOBAaHBI HA TBOEM
HOMEDE;

8. JlaBaii cBOif HOMEp MOOWIBHOTO Telle(hoHa TOIHKO JFOSM, KOTOPHIX Thl 3HACITH
Y KOMY JIOBEpSCILIb;

9. Bluetooth momxeH ObITh BHIKJIFOUYEH, KOT/Ia Thl UM HE TMOJb3yelibes. He 3a0biBait
HMHOT/Ia POBEPATH 3TO.



Online urpsi

CoBpeMEHHbIE OHJIAWH-UIPBI - 3TO KPacOYHbIC, 3aXBaThIBAIOLIME DPAa3BICUCHUS,
OOBEIUHAIOIINE COTHU ThICAY YEJIOBEK MO BceMy Mupy. WMrpoku wuccieayror
JAHHBI UM MUp, OOLIAIOTCA IPYT C APYTOM, BBINOJHSIOT 3aJaHUsl, CPAKAOTCS C
MOHCTPAMH M TOJYYarT ONBIT. 3a YJOBOJIbCTBUE OHHU IJIATAT: MOKYMNAKOT AMCK,
OIJIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OIILUU.

Bce 3tu cpencrBa uayT Ha NMOAAEPKAHUE U PA3BUTHUE WIPHI, a TaKXKE Ha camMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
nat4yu (MuQpoBbIe 3aIIaTKU TSl POTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT OmacaThCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
Kpa)kKH TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AI[UU OOJIBIIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30MACHOCTH TBOEI0 HUI'POBOTI0 aKKayHTa:

1. Ecau npyroil urpok BeieT ceOsi MIOXO0 WM CO37aeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. HO)KaHYﬁCH AIMHUHHUCTpATOpaM HIPbI HA IINIOXOC IIOBCIACHHUC 3J3TOI'0 HIPOKA,
JKCJIATCIIbHO IMMPHUIIOKUTb KaKUC-TO J0KA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yxa3biBaiil muuHyo uHbopmMaiuio B mpodaiisie urpsr;
4. YBaxkail Ipyrux y4aCTHUKOB 110 UIPE;

5. He ycranaBnuBail HeopuuuaibHbIe MaTYU U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE APOJIH;

7. Jlaxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYATh aHTUBHUPYC. [1oka ThI urpaems, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM Kpaxkel JeHEeT W JOKYMEHTOB CETO/IHS YK€ HHUKOTO HE YAUBHIIL, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJOTUM 3JI0YMBIIUICHHUKN NIEPEMECTUIIMCH B UHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMATHCS «JTFOOMMBIMY JEIIOM.

Tak mosiBuiIach HOBasi yrpo3a: MHTEPHET-MOILIEHHUYECTBA WM (DUIIUHT, TJaBHas
Heidb KOTOPOrO COCTOUT B  TOJYYEHUM KOH(DHMICHUHUATBHBIX  JaHHBIX
M0JIb30BaTENe — JIOTMHOB U napoJjeil. Ha anrnuiickoMm si3bike phishing untaercs
kak ¢umuHr (0T fishing — peIOHAas 0B, password — mapoJb).



OcHoBHBIE COBeTHI 110 00pbOE ¢ PUIMHTOM:

1. Cnenau 3a cBoMM akkayHTOM. Eciiu Thl mojo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBAaTh €€ U COOOILIUTh aJIMHUHUCTpPATOpaM
pecypca 00 3TOM KaK MOYKHO CKOPEe;

2. Hcnonw3yili Oe3omacHble BeO-CaliThl, B TOM YHCIE, WHTEPHET-Mara3uHOB U
MIOMCKOBBIX CUCTEM;

3. Vcnonb3y#t croskHbie U pa3Hble apoiu. Takum oOpa3oM, eciau Te0si B3JIOMAIOT,
TO 3JI0YMBIIIIEHHUKH MOTyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY IIPO(HIIIO B CETH,
a He KO BCEM;

4. Eciim Tebs B3JIOMaJId, TO HCO6XOI[I/IMO npecaynpcanuTb BCCX CBOHUX 3HAKOMBIX,
KOTOPLBIC IIO6aBJIeHI>I y TeOS B APY3biAX, O TOM, 4TO TeOs1 B3JIOMaIn H, BOBMOKHO,
OT TBOCTO UMCHH 6YI[CT pacChlIaThCA CllaM U CCBUIIKHW Ha (1)I/IH_II/IHFOBBI€ CaﬁTBI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOMIBHBIN TEne(OH;
6. OTKIIIOYM COXpaHEHUE NapoJisi B Opaysepe;

7. He oTkpeiBail (paiinbpl U Apyrue BIOKEHHUS B MUCbMAX Ja)K€ €CJIM OHU MPUILUIH
OT TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

Iudposas penyramus

[{udposas peryTarus - 3T0 HEraTUBHAS WIW MMO3WTHBHAS WH(POpPMAIUI B CETH O
tebe. Kommpomerupyromass uHpopManus pa3MelleHHas B HWHTEPHETE MOXKET
CEpbhEe3HBIM 00pa30oM OTpa3UThCcsl Ha TBOeW peanbHOM Ku3HH. «lludpoas
penyTanus» - 3T0 TBOM UMHIIK, KOTOPBIA opMHUpyeTCst U3 uHPpopMaluu o Tede B
WHTEPHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOEHHOCTHU
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IMyOJUKalUKd JIMYHOM
uHdopmaruu B MHTEpHETE, HE MOHUMAsT BO3MOXHBIX MOCiencTBUil. Thl maxe He
CMOXKeIIb IorafaThbcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KoMmMmeHTapuu, pasmeineHne TBouX ¢oTorpaduit u Apyrue ACHUCTBUS MOTYT HE
WCYE3HYTh JaXKE IMOCJIE TOTO, KaK Thl UX YJaJIHUIIb. Thl HE 3HACIIh, KTO COXPAHHII
3Ty HH(pOpMaIIHIO, TToTaia JIM OHAa B TIONCKOBBIC CHCTEMBI M COXPAHMJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpyKaroliee J01, KOTOPbIe HAWIYT U YBUIAT
sTo. Haiitn mH(pOpMaMI0 MHOTO JIET CIYCTS CMOXET JI000M - Kak U3 J0OphIX
noOyXJIeHU, TaK W C HaMEPEHHWEeM NIPHUYUHUTH Bpel. ODTO MOXKET OBITh KTO
YTOIHO.



OcHoBHBIE COBETHI 1O 3amuTe HM(POBOIi penyTanum:

1. Iloxymaii, mpexxae 4eM 4To-TO MyOJIMKOBATh U IiepeaaBaTh y ce0s B OJI0Te WK B
COIIMAJIbHOM CETH;

2. B HacTpoiikax nmpoQuiis yCTaHOBU OTPaHUYEHHUS Ha IPOCMOTP TBOETO MPOQHIISL
Y €r0 COJIEPKUMOT0, CIENIAN €r0 TOJIBKO «IJI IPY3€ii»;

3. He pa3memmaii u He ykaspiBaii WH(OpMAIMIO, KOTOpas MOXKET KOTro-InOo
OCKOPOJISITh WJIH OOWKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE MIKOIbHUKU- aKTHBHBIE MOJIH30BATENM HU(POBOTO MPOCTPAHCTBA.
OpHako JaleKO HE BCE 3HAKOT, YTO IIOJIb30BAHWE MHOTMMH BO3MO>XHOCTSMM
mubpoBoro Mupa TpeOyeT COOJIOJEHUS TMpaB HAa  HUHTEIUIEKTYaJbHYIO
COOCTBEHHOCTb.

TepMUH «HMHTEJUIEKTyaldbHass COOCTBEHHOCTb» OTHOCUTCA K  Pa3IMYHbIM
TBOPEHUSIM YEJIOBEYECKOIO yMa, HAyMHas C HOBBIX H300pPETEHHIl W 3HAKOB,
0003HavyaroIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUYMBAsl KHUTaMH,
dboTorpadpusiMu, KHHOQUIEMaMH U My3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHME TMpaBa - 3TO IpaBa Ha HWHTEIUICKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE IIpaBa BBICTYIAIOT B
KaueCcTBE TapaHTUHM TOTO, YTO HMHTEIICKTYaJbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabpTarax CBOEro TpyHa, MOJIYYWUTh W3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspenieHus aBTOpa HE  MOXKET BOCHPOU3BOAUTH €r0  IMPOU3BEICHUE,
pacrpoCTpaHsiTh, MyOJIMYHO JAEMOHCTPUPOBaTh, IMPOJAaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCHOJHSATH, MOKa3bIBATH/UCIOJIHITL B dQUpe WU
pasMmewars B IHTEpHETE.

Hcnonb3oBaHue «IMUPATCKOT0» MPOTPaMMHOTO 00€CIeueHnsT MOMKET MPHUBECTH K
MHOTHM pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TI'/I€ YCTAHOBJIEHHBIM HE JeraibHas nporpamMma. He cTouT Ttakke
3a0bIBaTh, YTO CYIIECTBYET JierajbHble U OECIUIaTHBIE MPOTPAMMbI, KOTOPbIC
MOYKHO HAUTHU B CETH.

O nopraJse

CereBUUOK.p( - TBOW TJIaBHBIM COBETYMK B CETH. 37I€Ch Thl MOXEIb Y3HATh O
0€30MacHOCTH B CETU TMOHSTHBIM M JIOCTYITHBIM SI3BIKOM, a TIPH BO3HUKHOBEHHUH
KPUTUYECKON CHUTyaIlluu OOPAaTHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !

[Tucemo MunoGpuayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnenuu uadopmaruu”



